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function GenericAttack((E, D), p,c):
{— M
p <+ [0,1]
for k <+ K do

m « D(k,c)

if p(m) > p then (¢,p) <= (m, pu(m))
end

return {
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game IndistinguishabilityGame((E, D), W, A):
A chooses messages mg, m; € M
W samples key k < IC
W samples bit b « {0, 1}
W sends E(k, mp) to A
A prints a bit &’
if b’ = b then
| return A won
return A lost
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function RC4 (k):

(j,1) <0

S < 1d{o...255}

for i < [0...255] do

(83, 85) < (55, 5i)

end

return function RC4Inner (S):
i+ (i+1) mod 256
j+ (j+Si) mod 256
(8, 85) < (55, 5i)

r <+ (S; +5;) mod 256

return S,
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game CPA((E, D) , W, A):
W samples key k < KC

for i€ [1...n] do
A chooses message x; € M

W sends Fj(z;) to A
end
A chooses messages mg, m; € M
W samples bit b < {0,1}
W sends Ej(mp) to A
A prints a bit &’
if b’ = b then
| return A won

return A lost
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game PRF((E, D) , W, A):
W samples key k < KC
W samples bit b + {0, 1}
if b =0 then
‘ R+ F},
else
| R+« ({0,1}" = {0,1}")
foric[l...m] do
A chooses message =; € M
W sends Fj(x;) to A

end
A prints a bit &’
if b’ = b then

| return A won

return A lost
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game PRP((E, D), W, A):
W samples key k < KC
W samples bit b+ {0,1}
if b = 0 then
| R+ Fy
else
| R« S5({0,1}")
for i €[l...m] do
A chooses message x; € M
W sends Fj(z;) to A

end
A prints a bit &’
if b’ = b then

| return A won
return A lost
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game ExistentialForgeryCPA((M, k, MAC) , W, A):
W samples key k + {0,1}"
AMACK() prints (m, t)
if (m € M)A (MAC,(m) =t) A (A didn't query m) then
| return A won
return A lost
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